Kids and the Internet - Parental Control made easy

Christian Donner
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Setting the bar

A What is your level of experience with computers
and the internet?

A What are you expecting to take away from this
class?
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Types of threats, and possible responses

A Overusei no time limit, or time limit being ignored
» Time Control

A Time control is a separate problem that is relatively easy to
solve

A Contentivi ol ence, porn, €
A Malware 1 viruses, back doors, and trojans
A Sexual predators on the web T chat rooms, Myspace  é

» \Web Filter

A Web filters are try to prevent access to potentially harmful
web addresses.
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Goals of technology use in parental control

Support, not replace traditional controls, such as

A Providing detailed verbal instructions
A Setting time limits (can be enforced with technology)

A Making computer use an open activity by not allowing
a computer badrodmhe chi |l dobs

A Encouraging selfcontrol (by gradually switching older
children from controlling to monitoring)
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Technology primer 1 How the web works

A IP AddressT unique identifier for every station connected to
the web

A Domain i optional, the portion of a Universal Resource
Locator (URL) that identifies a web page

A DNST Domain Name System, a directory that maps a
domain to an IP address

A Access control only works in conjunction with these
technologies
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Domain Name Resolution (DNS)

DNS Server

cdonner.com DNS Lookup

(provider-specific,
or 3" party,

E.g. Open DNS)

DNS Server

65.98.16.186 .
Response Is

IP address

Web Server

65.98.16.186 GET http://
www.cdonner.com/
HTTP/1.0
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Important concepts

A White-listing
A Defining allowed sites
A Black-listing
A Defining blocked sites
A Proxy server
A A separate server can analyze and filter traffic in real-time
A More detailed control and monitoring possible
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Different age groups have different needs

A Determined by
A Ability to read and type
A Ability and desire to use a computer alone
A Curiosity and desire to browse new sites
A Peer pressure and coolness factor
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First steps with parent 1 5to 7 years

A Computer controlled by a parent
A Common space (kitchen, etc)
A Parent at computer or nearby

A Parent selects online/offline
applications

A Few hand-picked applications or
web sites

A Parental control: not required
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Learning alone 1 7to 10 years

A Computer not always controlled
by parent

A Child may own a computer

NN A Computer use in common space
may not be enforceable

A Few web sites (10-50) and few
applications, hand-picked by
parent

A Parental control:
White-listing is ok
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Autonomous use 1 10to 15 years

A Computer not controlled by
parent

A Child has own computer

A Computer use without parents
present

A Number of sites/applications
not limited

A Parental control: Black-listing

A Child will find many ways to
circumvent the filters (mobile
phone, friend, open wireless
networks, etc)
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Internet Content Rating (ICRA)

A Self-regulation effort of the porn industry to avoid (US)
government regulation

A Web pages are tagged with content rating codes
A Browsers can use rating to interpret and filter content
A Used by commercial tool vendors, e.g.

A http:// www.cybersitter.com
A http:// www.cyberpatrol.com
A http ://www.netnanny.com

A Effectiveness and value questionable

A May not have much of a future

A E.g. go to Hustler.com, click on Parental Blockingin the page
footer: several of the subsequent links are broken
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http://www.cybersitter.com/
http://www.cybersitter.com/
http://www.cyberpatrol.com/
http://www.cyberpatrol.com/
http://www.cyberpatrol.com/

Monitoring

ARespect your c¢chil dos privacy
A Build an environment of trust

A Use monitoring only as a last resort, if there is other
evidence of abuse

A Very computer-literate children will find software that is
Installed on their computer to track their activities

A Network-based monitoring (router, firewall, other
computer) are less intrusive
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A (subjective) comparison of tools

Microsoft Family

Firewall ‘ DNSbased

(whitelisting) : filtering :

Firewall
blacklisting
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Ease of Configuration
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3 Hands -on setup examples

A Firewall with white -listing
A ActionTec (Verizon Fios Router)
A Blunt tool, but readily available
A OpenDNS
A Free managed DNS service
A Simple and effective
A Microsoft Windows Live Family Safety
A Comprehensive solution with Windows-integration

A Best for computers shared by family members with different
security profiles

© 2009 Christian Donner 15



Verizon FIOS Router ( ActionTec )

Create Schedule:?what's This A Whlte-IIStlng and/or
Davs: time control
[ Menday [ Tuesday [ wednesday [ Thursday [T] Friday [¥] saturday [¥] sunday
. A White-listing Is
@ Rule will be active at the scheduled time. SUItable for
) Rule will be inactive at the scheduled time. younger Chlldren
Start time: 07 ~: 00 - @ am/ ) pM (Up tO 10 tO 12
End time: 09 v: 00 v © AM/ © pM years, depending
on computer
Create Rule Name: ?What's This ICI
Create your Rule Name and Description prOfICIenCy)
Rule Name: Weekend
Description: All day on weekends

Step 3. Click the Apply bution to save and apply your settings.
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A Free service

A Usermanaged -lfdiwshtiitnégparty DNSa 3
A Very simple setup and configuration

A Ad-funded

A Privacy concerns

A DNSbased solutions can be circumvented by using the IP
address directly, but

A Many larger sites redirect the browser, triggering subsequent DNS look-ups

A Many smaller sites require host headers; HTTP requests with only an IP
address are rejected

A Some routers (i.e. Netgear WNR2000) work with OpenDNS
and make it more difficult to bypass the protection
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OpenDNS configuration

OpenDNS.com Dashboard Community cdonner (Sign out] Your IP: 173.4

' penDNs dashhoard

SETTINGS

Manage Settings for: 173.48.2.77.%./32 (Home)

Content Filtering Content Flltering

Customization

Stats and Logs Choose your filtering level

Advanced Settings

i@ High Protects against all adult-related sites, illegal activity, social

Users can contact you networking sites, video sharing sites, and general time-wasters.
Your users can contact you 27 categories in this group - View - Customize
directly from the black page if @ Moderate Protects against all adult-related sites and illegal activity.

they have guestions. It'll show

up as an email in your inbox. 14 categories in this group - View - Customize

i & Low Protects against pornography and phishing.
Note about DNS forwarding Sgainst pernegrapiy and prisning
. 5 categories in this group - View - Customize
If wvou are forwarding requests _ o
to OpenDNS, domain blocking & Protects against phishing attacks.
may not work properly if the 1 category in this group - View - Customize
domain's address is in your )
forwarder's cache. @ None Mothing blocked.
) ™ Custom Choose the categories you want to block.
Check a domain gonesy
Find out whether it would be [
blocked, and why. ':\ APPLY ,:'
Support Articles
m Blocked domain still
available Manage individual domains

m Domains that may not be
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OpenDNS blocked page
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